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Certificate No: AKSIT/2025-26/469 Date: 01 August 2025

Website Security Certificate

Website Name: CSIR-Central Institute of Medicinal and Aromatic Plants
Testing URL: https://www.cimap.res.in
Production URL: https://www.cimap.res.in

Environment: .NET 4.0
Audit Performed by: Mr. Shashwat Bajpai
Testing Period: 07 February 2025 - 30 July 2025

Hash value on Staging didee2d244ddb14439a0c627e9d9b269
Server (MD5):

Validity of Certificate: The certificate is valid till no additional changes in the
dynamic content are carried out, or one year from the date
of issue, whichever is earlier. Any change in hash value will
render the Certificate invalid.

Reference Document: Website Security Audit Report v2.0(Final)_31-July-
2025_CSIR-Central Institute of Medicinal and Aromatic
Plants

Final Test Result: The website has been audited for security on test URL as per
CERT-In Guidelines, NIC Guidelines, OWASP standard and
other Best Practices and is declared safe for hosting with
Read and script execute permissions as per
recommendations below.

Mandatory requirements and Recommendations for Hosting in Production Environment:

e Website shall be hosted with permissions subject to mitigating the findings below:
i. Vulnerable and outdated components.
Latest and stable TLS version should be used and disable weak SSL cipher suites.
Web Server and OS Level hardening be done on the production server before
deployment.
Write permission should be granted only on the folder where the files are to be
uploaded given in the following directory:
http://cimap.res.in/pages/
Use the latest and stable version of all the software components in the application.
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